
existing

Yes

Existing

new

New

Welcome
Screen

100

Identity Menu Policy Menu
200's

Select
User
110

Select
Group

118

Auto-
Mount

DNS
Entries

User
Details

111

M'bership
in Groups

112
+ Enroll in

Group 112a

+ Enroll in
Netgroup

112b

+ Add Role
112c

+ Add Users
120a

Privileged
User?

Logical
Grouping - not

a page

Regular
Page

Modal form
above screen

Key:

As yet
un-

specified

M'bership
in Netgrps

112-1

Roles
112-2

Group
Details

119

User
Members

120

+ Decouple
Pvt Group

118a

Date: 4-Oct-2010

+ Create
User 110a

+ Create
Group 118b

HBAC
Rule List
Page 210

+ Test
Scenario

Values 218a

Define
Login Svc
Page 214

Login Svc
Groups

Page 216

H.B.A.C

+ Test
Scenario

Values 218a

+ Test
Scenario

Values 218a



Existing

Existing

New

New

Select
Hosts
130

Auto-
Mount

Password
Policies

Kerberos
Ticket
Policy

+ Add Users
120a

+ Add
Groups
121a

+ Enroll in
groups
122a

Host
Details

131

M'bership
in Host
Groups

132

+ Issue
Certificate

131a

+ Enroll in
Host Group

132a

+ Enroll in
Netgroup

132b

+ View Cert
131c

+ Revoke
Cert 131b

+ Add Host
Groups
140a

+ Enroll in
Host Grps

141a

Select
Host Grps

138

User
Members

120

Host Gr'p
Details

139

Host Gr'p
Members

140

M'bership
in Netgrps

132.1

Group
Members

121

M'bership
in Groups

122

M'bership
in Hst Grp

141

+ Enroll in
Netgroups

123a

M'bership
in Netgps

123

+ Enroll in
Netgroups

142a

M'bership
in Netgrps

142

+ Add Hosts
139a

Host
Members

139-1

+ Create
Host 130a

+ Create
Host Group

138a

Sudo



Existing

Existing

New

New

Select
Netgroups

150

Select
Services

160

Netgroup
Details

151

User
Members

152

+ Add Users
152a

Group
Members

153

Host
Members

154

Host Grp
Members

155

+ Add
Groups
153a

+ Add Hosts
154a

+ Add Host
Groups
155a

+ Enroll in
Netgroups

158a

M'bership
in Netgrps

158

+ Add
Netgroups

157a

Netgroup
Members

157

+ Issue
Certificate

161a

+ View Cert
161c

+ Revoke
Cert 161b

Service
Details

161

+ Create
Netgroup

150a

+ Create
Service
160a



No

IPA
Configuration

300s

Unprivileged
User Page

Saved Idea
Board

Role
Based
Access
Control

Edit/View
My info

511

View my
M'bership

512

Start

Privileged
User?

Permissions
310

Privileges
320

Roles
330

Details
311

Groups
Applied to

314

Consituency
in Priv's

312

Users
Applied to

313

Details
321

Consituency
in Roles

323

Constituent
Permissions

322

Trouble-
shoot

Assistant
218-1

Details
214a

Details
216a

+ Details
212a

Cull Rule
Assistant

218-2

Test Rule
Assistant

218-3



Config
360

Migration
370(?)

Roles
330

Details
331

Constituent
Privileges

332

Groups
Applied to

334

Users
Applied to

333

Details
341

Reflexive
Access
Control

340

Group Based
Access
Control

350

Details
351



HBAC Rule
Listing

Screen 210

To Page
218a

Rule Name                                            Last Modified     Type    Who                   Accessing                  Via Service    From                       Active
(+)   Shutdown Admin Access at Night          12-Sep-2011     Deny    Admin(g) AdminMachines(g)    Multiple         Multiple                     Yes
(-)    Shutdown Admin Access Shift 1            12-Sep-2011     Deny    Shift2Admin(g) AdminMachines(g)    FTP OfficeMachine(g)      Yes

JSmith(u) SSH AdminMachines(g)
RLogin HomeMachines(g)

PublicMachines(g)
(+)   Shutdown Admin Access Shift 2            12-Sep-2011     Deny    Multiple AdminMachines(g)    Multiple         Multiple                     Yes

Banner

Select Permissions:

Identities

Manage:

Policies

HBAC Rules

Login Services
Login Service Groups

Add Delete

IPA Config

HBAC abc abc abc abc

Troubleshoot Rules
Cull Disabled Rules
Test Rule

To Page
216

To Page
214

Find Rule(s)

Message Area

Rule Name     Last Modified      Type     Who    Accessing    Via Service    From    Active

See Below for Formatting Listing...

Details



Rule Details
Page 212-a

Cancel Reset Save

Note:  When Creating a new rule, use
Cancel and Create buttons, when editing
an existing rule, use Cancel, Reset and

Save buttons

Note:  When Creating a new rule, use
"Creating New RUle" title, when editing an

existing rule, use "Editing Rule" title

Note:  Create or Save button is grayed out
as long as the contents of the Rule are not

valid.  In that case, there should be
expanations  on the screen as to what

needs to be done.

Note:  If Cancel is pressed and there is
"dirty data" on screen, message should say
that. If Cancel is pressed in "Create New"
mode, the message should also say that

"No rule has been created"

Add User (s) to Rule Foo , feature Who:

AddUser(s)Cancel

FindUsers(s)

User        Last       First         Department ProspectiveUser(s)

JAbel        Abel      James       Finance
JoAbel      Abel      Jonas        Engineering
MBaker     Baker    Mary         HR

==>
==>

<==
<==

Freddy Thomlinson
Mary Baker

Message Area

* Enter user name and press Find Users
* Click "==>" to tag each user you want to add
* Click "<==" to remove improperly tagged users

Add Group (s) to Rule Foo , feature Who:

AddGroup(s)Cancel

Find Group(s)

Group GID           Description ProspectiveGroup(s)

Admin           1234          All IT Administrators
Westford         N/A           All employees living i...
Developers    N/A           Internal and External ...

==>
==>

<==
<==

Commuters
Legal Dept.

Message Area

* Enter group name and press Find Groups
* Click "==>" to tag each group you want to add
* Click "<==" to remove improperly tagged groups

Banner

Editing RuleFoo

Identities

Manage:

Policies IPA Config

HBAC abc abc abc abc

Name:

Description:

Rule Status: Active Inactive

Rule Type: Allow Deny

Cancel Save

+ These Users: Anyone

Any Host

Any Service

Any Host

Any Time

This Rule applies when:

+ Access these hosts:

+ From these hosts:

+ Via these Services:

+ At these times:

(edit)

(edit)

(edit)

(edit)

(edit)

Banner

Editing RuleFoo

Identities

Manage:

Policies IPA Config

HBAC abc abc abc abc

Name:

Description:

Rule Status: Active Inactive

Rule Type: Allow Deny

Cancel Save

+ These Users:

Any Host

Any Service

Any Host

Any Time

This Rule applies when:

+ Access these hosts:

+ From these hosts:

+ Via these Services:

+ At these times:

(close)

Group                Description

User                Description AddUser(s)Remove User (s)

AddGroupsRemove Groups

Anyone Specified Users and Groups

Banner

Editing RuleFoo

Identities

Manage:

Policies IPA Config

HBAC abc abc abc abc

Name:

Description:

Rule Status: Active Inactive

Rule Type: Allow Deny

Cancel Save

+ These Users:

Any Service

Any Host

Any Time

This Rule applies when:

+ Access these hosts:

+ From these hosts:

+ Via these Services:

+ At these times:

(close)

JSmith, RJones, Administrators, Shift 2 Operators

Host Groups      Description

Hosts                Description AddHost(s)Remove Host (s)

AddGroupsRemove Groups

Specified Hosts and GroupsAny Host

Banner

Editing RuleFoo

Identities

Manage:

Policies

HBAC Rules

Login Services
Login Service Groups

Details

IPA Config

HBAC abc abc abc abc

Troubleshoot Rules

Cull Disabled Rules

Test Rule

Name:

Description:

Rule Status: Active Inactive

Rule Type: Allow Deny

Cancel Save

+ These Users:

FTP

Any Host

Every Friday, 1:00am through 1:45am

This Rule applies when:

+ Access these hosts:

+ From these hosts:

+ Via these Services:

+ At these times:

JSmith, RJones, Administrators, Shift 2 Operators

All Data Center Hosts,Jackyll, Fox

HBAC Rules

Login Services
Login Service Groups

Details
Troubleshoot Rules

Cull Disabled Rules

Test Rule

HBAC Rules

Login Services
Login Service Groups

Details
Troubleshoot Rules

Cull Disabled Rules

Test Rule

HBAC Rules

Login Services
Login Service Groups

Details
Troubleshoot Rules

Cull Disabled Rules

Test Rule

(edit)

(edit)

(edit)

(edit)

(edit)

(edit)

(edit)

(edit)

(edit)

(edit)

(edit)

(edit)

(edit)



Define Login
Services
Page 214

Banner
Identities

Manage:

Policies

HBAC Rules

Login Services

Login Service Groups

Add Delete

IPA Config

HBAC abc abc abc abc

Find Service(s)

Message Area

Details

Login Services:

Service              Command String                  Description

sudo                    "sudo -a" asd sdl lkjsodflkjsoij  d
rlogin                   "rlogin  -ab" asd sdl lkjsodflkjsoij  d7
http                      "/cgi-bin /*" sd sdl lkjsodflkjsmputers
ssh                       " ssh *" bc asd sdl lkjsodflkjs
spice                    "abcd -a" asd sdl lkjsodflkjsoij  d
ftp                        "ftp -a"                                 abc asd sdl lkjsodflkjsoij  d

Banner
Identities

Manage:

Policies

HBAC Rules
Login Services

Login Service Groups

IPA Config

HBAC abc abc abc abc

Details

Editing Login Service:

Define Login
Services

Page 214a

Cancel Add Service

Command String:

Name:

Description:



Define Login
Service Groups

Page 216
Add Services Group

Screen 216a

Banner
Identities

Manage:

Policies

HBAC Rules

Login Services

Login Service Groups

Add Delete

IPA Config

HBAC abc abc abc abc

Find Service Group(s)

Message Area

Details

Login Services:

Banner
Identities

Manage:

Policies

HBAC Rules
Login Services
Login Service Groups

IPA Config

HBAC abc abc abc abc

Details

Editing Login Service:

Group                   Services                     Description

sudo-Svcs sudo -a, sudo -b asd sdl lkjsodflkjsoij  d
rlogin-Svcs rlogin, ssh asd sdl lkjsodflkjsoij d7
Web-Svcs             http, https sd sdl lkjsodflkjsmputers
ftp-Svcs                ftp, ftps                       abc asd sdl lkjsodflkjsoij  d

Cancel Add Service Group

Name:

Description:

               Service             Command String                  Description

sudo                    "sudo -a" asd sdl lkjsodflkjsoij  d
rlogin                   "rlogin -ab" asd sdl lkjsodflkjsoij d7
http                      "/cgi-bin /*" sd sdl lkjsodflkjsmputers
ssh                       "ssh *" bc asd sdl lkjsodflkjs
spice                    "abcd -a" asd sdl lkjsodflkjsoij d
ftp                        "ftp -a"                                 abc asd sdl lkjsodflkjsoij  d

Services to
Include:



Troubleshoot
Rules Assistant

Page 218-1

Rule Name                                            Type    Who                   Accessing                  Via Service    From                       Active
(+)   Shutdown Admin Access at Night          Deny    Admin(g) AdminMachines(g)    Multiple         Multiple                     Yes
(-)    Shutdown Admin Access Shift 1            Deny    Shift2Admin(g) AdminMachines(g)    FTP OfficeMachine(g)      Yes

JSmith(u) SSH AdminMachines(g)
RLogin HomeMachines(g)

PublicMachines(g)
(+)   Shutdown Admin Access Shift 2            Deny    Multiple AdminMachines(g)    Multiple         Multiple                     Yes

Mode: TroubleShooting:      Evaluate Disabled Rules         Test New Rule

show enabled
show disabled
show test rule

X
-
-

X
X
-

X
-
X

Banner

Troubleshoot Rules

Identities

Manage:

py

Policies IPAConfig

HBAC abc abc abc abc

Who:

MJones

From:

(any)

Accessing:

Dev Machines

Via Service:

FTP

When:
12-Oct-2010
3:12 AM EST

Deny Rules
               Rule Name (edit rule):                              Who:                       Accessing Host:        Via Service:          From Host:              When:

Allow Rules

Night-time Developer Lockout               All Developers         Any Host                     FTP                     Any Host                  11:45 PM  to  4:15 AM
Jones can't see Beelzebub MJones                   Beelzebub                  Any Service         Any Host                   Any Time
Jones can't run Sask. from her home MJones Saskatchawan            Any Service         Penelope                  Any Time
Remove Jones' FTP access MJones                   Any Host                     FTP                     Any Host                   Any Time

(+)
(+)
(+)
(+)

Give all developers FTP access           All Developers         Any Host                    FTP                     Any Host                   AnyTIme
Let Jones see Admin from Wilma         multiple                    Admin Machines         Any Service        Wilma Any Time
Give Jones Explicit FTP access MJones (Test) Saskatchawan            FTP                    Any Host Any Time
Give Jones all access always MJones (Disabled)  Any Host                     Any Service       Any Host Any Time

              Rule Name (edit rule)                     Who:                       Accessing Host:        Via Service:          From Host:              When:

Situation to Test:
(edit situatinon )

(+)
(+)
(+)
(+)

Test Rules

Note:
Troubleshooting shows only enabled rules that

would trigger based on the given situation.

Cullling
Disabled Rules
Assistant Page

218-2

Banner

Cull Disabled Rules

Identities

Manage:

py

Policies IPAConfig

HBAC abc abc abc abc

Who:

MJones

From:

(any)

Accessing:

Dev Machines

Via Service:

FTP

When:
12-Oct-2010
3:12 AM EST

Deny Rules

Situation to Test:
(edit situatinon )

Test Rules

Note:
When culling, disabled rules that match the given
situation always show.  Enabled rules that match

the given situation show by choice.

Delete Selected Rules

Show Enabled rules as well as disabled rules

Access would be denied.

Access would not be allowed.

               Rule Name (edit rule):                              Who:                       Accessing Host:        Via Service:          From Host:              When:

Allow Rules

(+)
(+)
(+)
(+)

              Rule Name (edit rule)                     Who:                       Accessing Host:        Via Service:          From Host:              When:

(+)
(+)
(+)
(+)

Access would be denied.

Access would not be allowed.

Night-time Developer Lockout               All Developers         Any Host                     FTP                     Any Host                  11:45 PM  to  4:15 AM
Jones can't see Beelzebub MJones                   Beelzebub                  Any Service         Any Host                   Any Time
Jones can't run Sask. from her home MJones Saskatchawan            Any Service         Penelope                  Any Time
Remove Jones' FTP access MJones                   Any Host                     FTP                     Any Host                   Any Time

Give all developers FTP access           All Developers         Any Host                    FTP                     Any Host                   AnyTIme
Let Jones see Admin from Wilma         multiple                    Admin Machines         Any Service        Wilma Any Time
Give Jones Explicit FTP access MJones (Test) Saskatchawan            FTP                    Any Host Any Time
Give Jones all access always MJones (Disabled)  Any Host                     Any Service       Any Host Any Time

Test Given
Rule Assistant

Page 218-3

Banner

Test Given Rule

Identities

Manage:

Policies IPAConfig

HBAC abc abc abc abc

Who:

MJones

From:

(any)

Accessing:

Dev Machines

Via Service:

FTP

When:
12-Oct-2010
3:12 AM EST

Deny Rules

Situation to Test:
(edit situatinon )

Test Rules

Note:
When testing a given rule, that rule is always

shown. Enabled rules that match the given situation
are always shown, and other disabled rules aren't.

Show Enabled rules as well as disabled rules

               Rule Name (edit rule):                              Who:                       Accessing Host:        Via Service:          From Host:              When:

Allow Rules

(+)
(+)
(+)
(+)

              Rule Name (edit rule)                     Who:                       Accessing Host:        Via Service:          From Host:              When:

(+)
(+)
(+)
(+)

Access is DENIED.

Access is NOT ALLOWED.

Night-time Developer Lockout               All Developers         Any Host                     FTP                     Any Host                  11:45 PM  to  4:15 AM
Jones can't see Beelzebub MJones                   Beelzebub                  Any Service         Any Host                   Any Time
Jones can't run Sask. from her home MJones Saskatchawan            Any Service         Penelope                  Any Time
Remove Jones' FTP access MJones                   Any Host                     FTP                     Any Host                   Any Time

Give all developers FTP access           All Developers         Any Host                    FTP                     Any Host                   AnyTIme
Let Jones see Admin from Wilma         multiple                    Admin Machines         Any Service        Wilma Any Time
Give Jones Explicit FTP access MJones (Test) Saskatchawan            FTP                    Any Host Any Time
Give Jones all access always MJones (Disabled)  Any Host                     Any Service       Any Host Any Time

Allow Rule Under Test
              Rule Name (edit rule)                     Who:                       Accessing Host:        Via Service:          From Host:              When:

(+) Give all developers FTP access           All Developers         Any Host                    FTP                     Any Host                   AnyTIme

Test rule DID NOT fire.
√ √ √ √

HBAC Rules

Login Services
Login Service Groups

Details
Troubleshoot Rules
Cull Disabled Rules
Test Rule

HBAC Rules

Login Services
Login Service Groups

Details
Troubleshoot Rules
Cull Disabled Rules
Test Rule

HBAC Rules

Login Services
Login Service Groups

Details
Troubleshoot Rules
Cull Disabled Rules
Test Rule



Find

Who:
MJones

Name:            Description / Name      Email

DPal              Pal, Dmitri DPal@redhat.com
AYoung         Young, Adam AYoung@redhat.com
MJones         Jones, Mary MJones@redhat.com

DoneCancel

Accessing:
(undefined)

Via Service:
(undefined)

From:
(any)

When:
(any time)

Find

Who:
MJones

Name:                        Description

Saturn                       Bill Johnson's Machine
Jupiter                       Lab 1-A, Position 17
Mars                         Travelling Laptop

DoneCancel

Via Service:
(undefined)

From:
(any)

When:
(any time)

Accessing:
Jupiter

Who:
MJones

From:
(any)

When:
(any time)

Accessing:
Dev Machines

Who:
MJones

DoneCancel

From:
(any)

Accessing:
Dev Machines

Via Service:
FTP

Who:
MJones

When:
(any time)

Accessing:
Dev Machines

Via Service:
FTP

When:
12-Oct-2010
3:12 AM EST

12 Oct 2010- -
Date:

3 12 AM:
Time:

EST

Test Scenario
Page 218-a

Note:  All tabs are shown open below.

User Group Anyone

Host Host Group Any Host

Service:                    Description

Cancel

Service Service Group Any Host

Via Service:
FTP

Find

sudo asd sdl lkjsodflkjsoij d
rlogin asd sdl lkjsodflkjsoij d7
http sd sdl lkjsodflkjsmputers
ssh bc asd sdl lkjsodflkjs
spice asd sdl lkjsodflkjsoij d
ftp                             abcasd sdl lkjsodflkjsoij d

Done

Find

Name:                        Description

DoneCancel

Host Host Group Any Host

From:
(any)

Specified Time Any Time



Find
Permissions
Screen 310

Banner

Select Permissions:

Find Permission(s)

Permission Name/Description          Label

Identities IPAConfig

Role Based
Access Control

Reflexive
Access Control

Group Based
Access Control

Configure
IPAManage:

x x x

Migration

Message Area

Policies

Permissions

Privileges
Roles

Details
Constituency in Privileges
Users having
Groups Having

Add Delete



Permissions
Details

Screen 311

Banner
Identities IPAConfig

Role Based
Access Control

Reflexive
Access Control

Group Based
Access Control

Configure
IPAManage: Migration

Policies

Permissions

Privileges

Roles

Details
Constituency in Privileges
Users having
Groups Having

Permission Name/Description:

Permission Label:

Save ChangesReset

Save ChangesReset

Permission: Read
Write
Add
Delete
All

Target: Object by type: User

Attribute:

Name
Description
Active
Memberships
Email
Phone 1
Phone 2
Address

(check all ) (clear all)

Objects selected by generic LDAP Filter:

Permission applies to:

Objects by common name string:

cn=

Note:  This section is grayed out
whenever Permission is set to Add,

Delete or All.

Note:  This section is automatically
populated with all attributes

appropriate to the given object type

Note:  Pull-down list is automatically
populated with all possible object

types user can select.

All but selected attributes All AttributesSelected Attributes

,dc=redhat,dc=com

Note: IPA will fill in proper values for
DC and DC at runtime.

Note:  Validate both the LDAP filter
and the cn string...

Permission Details:



Add perm to priv
Screen 312a

Add Permission(s) to Privilege(s)

Add to Privilege(s)Cancel

Find Privilege(s)

Privilege Description Prospective Privilege(s)

==>
==>

<==
<==

Message Area

Admin                    All IT Administrator's Hosts
Westford                All hosts in Westford
Developers            All protected developer ho...

Public Access
Legal Dept Hosts

* Enter netgroup name and press Find Netgroups
* Click "==>" to tag each netgroup you want to enroll in
* Click "<==" to remove improperly tagged netgroups

Permissions
used in

privileges
Screen 312

Banner

Managing Permission Foo

Identities IPAConfig

Role Based
Access Control

Reflexive
Access Control

Group Based
Access Control

Configure
IPAManage: Migration

Policies

Permissions

Privileges
Roles

Users having
Groups Having

Add Delete

Find Priv(s)

Privilege Description

Message Area

Details
Constituency in Privileges



Find Privileges
Screen 320

Banner

Select Permissions:

Identities IPAConfig

Role Based
Access Control

Reflexive
Access Control

Group Based
Access Control

Configure
IPAManage: Migration

Policies

Permissions

Privileges

Roles

Details
Constituency in Roles
Constituent Permissions

Add Delete

Find Privileges(s)

Privilege          Description

Message Area



Privilege
Details 321

Banner
Identities IPAConfig

Role Based
Access Control

Reflexive
Access Control

Group Based
Access Control

Configure
IPAManage: Migration

Policies

Permissions

Privileges

Roles

Details
Constituency in Roles
Constituent Permissions

Privilege Name:

Description:

Save ChangesReset
Privilege Details:



terminology needs to be fixed
can be applied to users as

well as groups

Find Roles
Screen 330

Banner

Select Permissions:

Identities IPAConfig

Role Based
Access Control

Reflexive
Access Control

Group Based
Access Control

Configure
IPAManage:

x

Migration

Policies

Permissions

Privileges

Roles

Add Delete

Find Role(s)

Role          Description

Message Area

Details
Constituent Privileges
Users having
Groups Having



Role
Details 331

Banner
Identities IPAConfig

Role Based
Access Control

Reflexive
Access Control

Group Based
Access Control

Configure
IPAManage: Migration

Policies

Permissions

Privileges

Roles

Details
Constituent Privileges
Users having
Groups Having

Role Name:

Description:

Save ChangesReset
Role Details:



Add perm to priv
Screen 332a

Add Privilege(s) to Role(s)

Add Privilege(s)Cancel

Find Privilege(s)

Privilege Description Prospective Privilege(s)

==>
==>

<==
<==

Message Area

Admin                    All IT Administrator's Hosts
Westford                All hosts in Westford
Developers            All protected developer ho...

Public Access
Legal Dept Hosts

* Enter netgroup name and press Find Netgroups
* Click "==>" to tag each netgroup you want to enroll in
* Click "<==" to remove improperly tagged netgroups

privileges
used in Roles
Screen 332

Banner

Managing Permission Foo

Identities IPA Config

Role Based
Access Control

Reflexive
Access Control

Group Based
Access Control

Configure
IPAManage: Migration

Policies

Permissions

Privileges
Roles

Add Delete

Find Priv(s)

Privilege Description

Message Area

Details
Constituent Privileges

Users having
Groups Having



Add role to group
Screen 334a

Groups having
Role

Screen 334

Banner

Managing Permission Foo

Identities IPA Config

Role Based
Access Control

Reflexive
Access Control

Group Based
Access Control

Configure
IPAManage: Migration

Policies

Permissions

Privileges
Roles

Add Delete

Details
Constituent Privileges
Users having
Groups Having

Find Group(s)

Group Description

Message Area

Apply Role foo to Group(s)

Apply RoleCancel

Find Group(s)

Group Description Prospective Group Application(s)

==>
==>

<==
<==

Message Area

Admin                    All IT Administrator's Hosts
Westford                All hosts in Westford
Developers            All protected developer ho...

Public Access
Legal Dept Hosts

* Enter netgroup name and press Find Netgroups
* Click "==>" to tag each netgroup you want to enroll in
* Click "<==" to remove improperly tagged netgroups



Reflexive
Access

Screen 340

Banner

Select Permissions:

Find Permission(s)

Permission Name/Description

Identities IPAConfig

Role Based
Access Control

Reflexive
Access Control

Group Based
Access Control

Configure
IPAManage:

x x

Migration

Message Area

Policies

Reflexive Permissions

Details

Add Delete



Reflexive
Permission

Details
Screen 341

Banner

Select Permissions:

Identities IPAConfig

Role Based
Access Control

Reflexive
Access Control

Group Based
Access Control

Configure
IPAManage:

x x

Migration

Policies

Reflexive Permissions
Details

Name/Description:

Permission: Read
Write

Attribute:                     Object Types:

Name                           Users, Hosts, DNS
Description                   Users, Hosts, DNS
Active                           Users, Hosts
Memberships               Users, Hosts
Email                            Users
Phone 1                        Users
Phone 2                        Users
Address                        Users

Grant self-service permissions on:
All but selected attributesSelected Attributes

Save ChangesReset

Note:  This section is automatically
populated with all attributes from bindable
plug-ins.  The list shows all attributes from

object types that are checked above



Group Based
Access

Screen 350

Banner

Select Permissions:

Find Permission(s)

Permission Name/Description             Group with Access           Target Name

Identities IPAConfig

Role Based
Access Control

Reflexive
Access Control

Group Based
Access Control

Configure
IPAManage:

x x

Migration

Message Area

Policies

Group-Based Permissions

Details

Add Delete



Group Based
Access

Screen 351

Banner

Select Permissions:

Identities IPAConfig

Role Based
Access Control

Reflexive
Access Control

Group Based
Access Control

Configure
IPAManage:

x x

Migration

Policies

Group-Based Permissions
Details

Group getting access:  (Bind group)

Save ChangesReset

Permission: Read
Write
Add
Delete
All

Target:

Attribute:

Name
Description
Active
Memberships
Email
Phone 1
Phone 2
Address

(check all ) (clear all )

Permission applies to:

Note:  This section is grayed out
whenever Permission is set to Add,

Delete or All.

Note:  This section is automatically
populated with all attributes

appropriate to the given object type

All but selected attributes All AttributesSelected Attributes

Choose Group

Find User Group(s)

SelectCancel

Find Group(s)

Group Description

Message Area

Admin                    All IT Administrator's Hosts
Westford                All hosts in Westford
Developers            All protected developer ho...

Groups selected by generic LDAP Filter:

A User Group:

Group Name:

Permission Name/Description:

Group Name: Choose User Group

Group Based
Access

Screen 351a

A Host Group:

Stuff for host group selection...

Stuff for filter selection...
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